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The General Data Protection Regulation (GDPR) 
 
1. Background

1.1        The GDPR 2016 came into force on 25th May 2018.  The GDPR requires the Parish Council to have a Privacy Notice (also called a Fair Processing Notice); agreements for sharing information with partners and procedures for responding to data protection subject access requests.  Our national association has advised that these requirements can be achieved through a Data Protection Policy which documents the Council’s lawful basis for processing personal data. Our current policy can be read on our website.

1.2       Under the GDPR, the Council and Clerk are Data Controllers; our website provider is Data Processor; and any person whose data is held is a Data Subject.  Personal data is information relating to a living individual who can be recognised from that data. Under the GDPR, personal data must be:  
a. processed fairly, lawfully and in a transparent manner in relation to the data   	subject; 
b. collected for specified, explicit and legitimate purposes and not further   	processed in a manner that is incompatible with those purposes;  	
c. adequate, relevant and limited to what is necessary in relation to the   	purposes for which they are processed; 
d. accurate and, where necessary, kept up to date; 
e. kept in a form that permits identification of data subjects for no longer than is   	necessary for the purposes for which the personal data are processed;  
f. processed in a manner that ensures appropriate security of the personal   	data including  protection against unauthorised or unlawful processing and against accidental loss,  destruction or damage, using appropriate  technical or organisational measures. 
 
1.3     Examples of personal data breaches include access by an unauthorised third party; any 
deliberate or accidental action or inaction by a Data Controller or Processor; sending personal data to the wrong recipient; computing devices containing personal data being lost or stolen; alteration of personal data without permission; and loss of availability of personal data. 
 
1.4     The Freedom of Information Act 2000 covers all recorded information held by the Council 
(with limited exemptions).  However, personal information should be redacted from any information provided.  A request for information from a member of the public does not have to specify that it is made under this Act.  The Council has a current publication scheme and much of our information is published on our website.   

1.5 The Local Audit & Accountability Act 2014 gives members of the public the right to inspect the Council’s accounts and supporting documents.  The latter may contain personal data as defined by the GDPR.
 
1.6 The Transparency Code for Smaller Authorities 2014 requires the Council to publish specified details of its meetings, financial management, audit, assets and governance.  We publish more information than is required by this code. 
 
2.  Barling Magna Parish Council – data in general 
 
2.1   The Council does not provide or exchange data containing the personal details of any individual without the express consent of the individual concerned. The Council does not collect or process personal data, except incidentally in the normal course of business.  Most of this data comprises names, postal and email addresses, telephone numbers and correspondence in the form of emails and documents.  Some of this information is already publicly available through directories, publications and other organisations.

2.2  The Council does not collect, hold or process any personal information defined as ‘a protected characteristic’ in the Equality Act 2010 (i.e. relating to age; disability; gender reassignment; marriage and civil partnership; pregnancy and maternity; race; religion or belief; or sex).  The Council might be provided with such data if it supported a parishioner in a complaint to a service provider, in which case the data would be supplied by the data subject, would only be used in accordance with their instructions, and would be destroyed once the matter had been resolved. 

2.3   The Council may hold photographs, e.g. of volunteers carrying out project work, and may publish these photographs in printed material and on the web. The volunteers involved have all given verbal consent for their pictures to be used in this way and are not named.  Permission is not needed to take and publish a photograph of a person in a public place.
 
2.5    The Council does not hold any personal financial information, except in the case of salaried employees.  We hold cancelled cheques for audit purposes: these bear the account details of the payee.  
 
2.6 	The Council’s website and social media pages are controlled by the Clerk and contain only public information.  The flow of information is from the Clerk to the website or the social media pages to the public – there is no unauthorised access from the website back to the Clerk or Council.  The website does not use cookies.  The website collects user statistics which are anonymised. There is a GDPR waiver presented to every person accessing the website and they are referred to our policy on privacy.
   
2.7   All Parish Councillors have email addresses which are not shared by others and these should be protected by robust anti-virus and anti-malware internet security systems which are kept up to date.  At present Councillors use personal email addresses for Council business. 
 
3. Data survey and risk assessment

3.1 A table displaying the kinds of data handled by the Council is set out as an appendix below.  This has been updated for this report.

3.2 A written general risk assessment is carried out annually in accordance with section 3 of the Accounts & Audit Regulations 2015, and measures are already in place to minimise unauthorised access to data, the loss of data and the effect of any loss on the Council’s activities. The most likely ways for a breach of personal data to occur are through a cyber-attack of some kind or hacking of a computer, and the physical theft or loss of a computer or data storage device.  The Parish Clerk and the Council’s Data Processors all maintain robust protection from viruses and malware. The GDPR requires a Data Controller to notify the Information Commissioner’s Office (ICO) about a personal data breach if it is likely to result in “a risk to the rights and freedoms” of an individual.  

3.3 In the event of a data breach taking place, the personal data lost would comprise names, addresses and telephone numbers, and possibly correspondence.  The loss of a list of email addresses or telephone numbers (with no associated information) through a hacking attack would need to be recorded but would not need to be reported to the ICO. A breach would be an annoying inconvenience to those affected, and would cause reputational damage to the Council but would be very unlikely to result in material harm, financial loss, or a risk to individual rights and freedoms. It would not affect the functioning of the Council. 

3.4 The risk of a data breach is considered to be low.
 
4. Recommendation

Council is recommended to minute its acceptance of this report and its contents, to demonstrate an annual review of GDPR compliance.
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BARLING MAGNA PARISH COUNCIL                             

This review dated 14.11.19

Map of Parish Council data holdings

APPLICABLE TO  DOCUMENT TYPE SOURCES LOCATION WHO USES DOC'S ACCESS LIST PROTECTION

SENSITIVE 

DATA 

RATING

SHARED 

DOCS

SHARING 

AGREEMENT 

IN PLACE

DOCUMENT 

DURATION  DOC ARCHIVED SHREDDED

PRIVACY 

NOTICE 

NEEDED

EMPLOYEES Employment contracts electronic Laptop Clerk and Chairman Clerk password HIGH no n/a staff term on staff leaving After 2 years yes

Personnel Cttee

paper Clerk's office or cabinet at hall Clerk Clerk restricted access HIGH no n/a staff term on staff leaving After 2 years yes

Discipline/Grievance record electronic laptop Clerk Clerk password HIGH no n/a staff term on staff leaving After 2 years yes

paper Clerk's office or cabinet at hall Clerk Clerk restricted access HIGH no n/a staff term on staff leaving After 2 years yes

Leave/sickness record electronic laptop Clerk Clerk password HIGH no n/a staff term on staff leaving After 2 years yes

paper Clerk's office or cabinet at hall Clerk Clerk restricted access HIGH no n/a staff term on staff leaving After 2 years yes

Next of Kin paper Clerk's office or cabinet at hall Clerk Clerk restricted access MEDIUM no n/a staff term on staff leaving After 2 years yes

Accident/injury records paper Parish Hall Hall Manager and ClerkHall Manager and Clerk restricted access MEDIUM no n/a doc retention yes After 2 years no

Wildlife Reserve Volunteers Volunteers and Clerk restricted access MEDIUM no n/a doc retention yes After 2 years no

Pension contributions electronic laptop  Clerk Clerk password MEDIUM no n/a staff term on staff leaving After 2 years yes

paper Clerk's office or cabinet at hall Clerk Clerk  password MEDIUM no n/a staff term on staff leaving After 2 years yes

Pay grades electronic laptop Clerk Clerk public LOW no n/a staff term on staff leaving After 2 years yes

paper Clerk's office or cabinet at hall Clerk Clerk  public LOW no n/a staff term on staff leaving After 2 years yes

Contact details desktop laptop all staff all staff password MEDIUM no n/a term of office 4 years After 2 years yes

paper Clerk's office or cabinet at hall all staff all staff restricted access MEDIUM no n/a staff term on staff leaving After 2 years yes

References/job applications paper Clerk's office or cabinet at hall Clerk Clerk restricted access MEDIUM no n/a staff term on staff leaving After 2 years yes

Payroll electronic laptop  Clerk Clerk password HIGH no n/a staff term on staff leaving After 2 years yes

paper Clerk's office or cabinet at hall Clerk Clerk restricted access HIGH Yes no 1 year 2 years after audit After 2 years yes

COUNCILLORS Contact details - home electronic laptop  Clerk Clerk password MEDIUM no n/a term of office 4 years After 2 years yes

paper Distributed to Cllrs / staff Councillors and Staff all staff Distributed to Cllrs / staff MEDIUM no n/a term of office 4 years After 2 years yes

Contact details - Parish Councillors electronic laptop  Clerk all staff password LOW no n/a term of office 4 years After 2 years yes

paper Clerk's office or cabinet at hall all staff all staff public LOW no n/a term of office 4 years After 2 years yes

website laptop  General public Chair, Clerk, webmaster public LOW no n/a term of office removed  n/a

  Allowances, expenses electronic laptop Clerk Clerk  password LOW no n/a staff term on staff leaving After 2 years yes

paper Clerk's office or cabinet at hall Clerk Clerk restricted access LOW

website laptop  General public Chair, Clerk, webmaster public LOW no n/a term of office removed  n/a

Councillors' case-work electronic Councillors' home computers councillors councillors needs anti-virus software HIGH no n/a annual 1 year After 2 years Yes

and passwords

paper Councillors' homes councillors councillors restricted access HIGH no n/a annual 1 year After 2 years Yes
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CONTRACTORS AND Contact details electronic laptop Clerk Clerk password MEDIUM no n/a annual 2 years After 2 years no

SUPPLIERS approved contractors list electronic laptop Clerk and Hall ManagerClerk and Hall Manager password MEDIUM no n/a annual 2 years After 2 years no

invoices paper Clerk's office or filing cabinet Clerk Councillors and Clerk public LOW no n/a annual 2 years After 2 years no

purchase orders paper Clerk's office or filing cabinet Clerk Councillors and Clerk public LOW no n/a annual 2 years After 2 years no

Quotations paper Clerk's office or filing cabinet Clerk Councillors and Clerk restricted access MEDIUM no n/a annual 2 years After 2 years no

 

Contracts laptop Clerk Clerk Clerk password LOW no n/a annual 2 years After 2 years no

paper Clerk's office or filing cabinet Clerk Clerk restricted access LOW no n/a annual 2 years After 2 years no

  Bank Account details electronic  Clerk Clerk Clerk password HIGH no n/a annual 2 years After 2 years yes

paper Clerk Clerk Clerk restricted access HIGH no n/a annual 2 years After 2 years yes

Tenders paper Clerk's office or cabinet at hall Clerk Councillors and Clerk restricted access HIGH no n/a annual 2 years After 2 years yes

Insurance details email laptop  Clerk Clerk password LOW no n/a annual 2 years Kept in perpetuity no

paper Clerk's office or cabinet at hall Clerk Clerk restricted access LOW no n/a annual 2 years Kept in perpetuity no

References paper Clerk's office or cabinet at hall Clerk Chairman and Clerk password HIGH no n/a annual 2 years After 2 years yes

RESIDENTS

Complaints - received Contact details email laptop  Clerk Clerk password LOW YES YES annual 2 years After 2 years no

Post  Clerk's office or filing cabinet Clerk Clerk restricted access LOW YES YES annual 3 years After 2 years no

Councillor email Cllr PC office/home Councillor / Clerk Councillor / Clerk password LOW YES NO annual N/A  After 2 years no

Cllr - Clerk email laptop  All staff all staff password LOW YES YES annual 2 years After 2 years no

Freedom of Information Contact details email Clerk Clerk Clerk password LOW no n/a annual 2 years After 2 years no

Letter paper - filed in office Clerk Clerk restricted access LOW no n/a annual 2 years After 2 years no

Log Clerk Clerk Clerk password LOW no n/a annual 2 years After 2 years no

Electoral Register Current register for the parish District Council laptop  Clerk Clerk password HIGH YES YES annual Never 6 months  no

Distribution lists Contact details electronic  laptop Clerk Clerk password LOW no n/a annual 2 years After 2 years no

COMMUNITY Contact details laptop Clerk Clerk password MEDIUM no no annual 2 years After 2 years yes

ORGANISATIONS Bookings Bookings diary Hall Manager Cllrs, Clerk, Hall Mgr password MEDIUM no no annual 2 years After 2 years yes

Bookings paper Hall Manager Hall Manager restricted access MEDIUM no no annual 2 years After 2 years yes

email laptop and PC Hall Manager and Clerk all staff password  MEDIUM no no annual 2 years After 2 years yes

Grant applications electronic laptop Clerk Clerk password HIGH no no annual 2 years After 2 years yes

email Clerk password HIGH no no annual 2 years After 2 years yes

paper Clerk's office or cabinet at hall Clerk Clerk restricted access HIGH no no annual 2 years After 2 years yes

GDPR REQUESTS Contact details email Clerk / Data Protection Officer Clerk / DPO Clerk / DPO password HIGH no n/a annual 2 years After 2 years no

Data Protection log laptop Clerk / DPO+E98:P98 Clerk / DPO password HIGH no n/a annual 2 years After 2 years no

Verbal requests Clerk / DPO Data Protection Officer Data Protection Officer  restricted access HIGH no n/a annual 2 years After 2 years no

Letter paper - filed in office Clerk Clerk restricted access HIGH no n/a annual 2 years After 2 years no

Log Clerk / DPO Data Protection Officer Data Protection Officer  restricted access HIGH no n/a annual 2 years After 2 years no
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HALL USERS 

block hire form and T&C's paper Hall Manager's home Hall Manager Hall Manager restricted access LOW no n/a 2 years 2 years After 2 years yes

electronic  online Cllrs / Clerk/ Hall Mgr Cllrs / Clerk/ Hall Mgr password LOW no n/a 2 years 2 years After 2 years yes

Photographs laptop  Clerk Clerk Clerk password MEDIUM no n/a 2 years 2 years After 2 years yes

Casual hire form and T&C's electronic Hall Manager's home Hall Manager Hall Manager password HIGH no n/a 1 year 2 years n/a no

Paper Hall Manager's home Hall Manager Hall Manager restricted access HIGH no n/a 2 years 2 years After 2 years yes

Paying-in Paper Hall Manager's home Hall Mgr / Clerk Hall Mgr / Clerk restricted access MEDIUM no n/a until banked n/a n/a no

WILDLIFE RESERVE Volunteer details paper Clerk's office or cabinet at hall Clerk Clerk restricted access HIGH no n/a staff term on staff leaving After 2 years yes

electronic laptop Clerk Clerk password HIGH no n/a staff term on staff leaving After 2 years yes

Photographs hard copies ? ? ? ? MEDIUM no n/a ? ? ? yes

electronic ? ? ? ? MEDIUM no n/a ? ? ? yes

SOCIAL MEDIA Working paper file for each event paper Clerk's office Clerk Clerk restricted access LOW NO N/A 2 years 2 years After 2 years

WEBSITE electronic laptop Clerk Clerk password LOW NO N/A 2 years 2 years After 2 years

PR/EVENTS

Events Website public area Clerk Clerk password LOW no no 1 year n/a n/a no

Event advertising / leaflets Paper sales and marketting sales and marketting sales and marketting permission HIGH YES no 2 year 3 year 4 year YES

PLANNING applications (notifications, decisions) email laptop Clerk Cllrs / Clerk public LOW YES N/A Immediate only No After 1 month  no

Paper Clerk's office Clerk Cllrs / Clerk public LOW YES N/A Immediate only No After 1 month  no

CLOUD STORAGE All documents held electronicallyOutside providers UK based companies All staff All staff password LOW NO n/a for ever no no no

Email  restricted access to some  restricted access LOW NO n/a for ever no no no

PROPERTY leases email ? Clerk  Cllrs / Clerk ? LOW YES N/A for ever 2 years never no

SHARING AGREEMENTS

will be populated once agreed


